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CAPABILITIES REQUIRED (Ensemble}

Capability Type Stack Layer Technical Capability
irfrasiructure Complex Transaction giﬁ?égﬁggs
infrastructurs Compiex Transaction Oé%e{%%g;&

o ; ; Twa Phase
Infrastricture Compiex Transaction Transaction Manager
Infrastructure La%gifcy PubSub Service

Low Distributed
Infrastructure Latency | Transaciion Cache
o Low Obiect Kelational
Infrastructure { atency Mapping
Complex ;
Infrastructure Transachon HTTP Container
Web Server
Infrastructure Low Latency Page Container
: Lightweight
Infrastructure Apgiica’zicn Application Container
- srver Web Services
Infrastructure Communication
. Application Execution
Infrastructure Microkermnal
infrastructiure Cﬁfg%?igass
4 Relational Query
infrastructure Engine
Infrastructure Tran%ar%mnai
Execution Managsment g
Infrastructure Tri?ir;igﬁ;%n
Infrastructure Virtualization Management Handwidth
’ : T g S Compression
Infrastructure EPK%SE?E?S%;@
Resource Management Fosourea
Infrastructure Consumplion Metering
infrastructure Resource Unit 0 5&?&2@
MINIMUM RESOURCE REQUIREMENTS (Teoal)

PLATFORM CONFIGURATION DECISION ANALYSIS
G 41A
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PRODUCT REALIZATION
Standards Compliance Product Nams Product Varsion [ Evaluation
Strategic Tibeo EMS v4.8
n JBOSE
Strategio Agnplication Platform V44
Strategic Oratle vidg
e - Supported
- Supporisd / Tibeo EMS ¥ 4.6
Sirategic Oracle v 3.9 o
- Coherence 53 EQL Bxtended
st : Hibernale v 2.3
Strategic Apache vi.2.18
Strategic Apatchs Tomeat ¥i .0
Strategic JBOSS Web Platform v3.2
Strategic Apache Axis v2.2. 16
; JBOES
Strategio Microconiainer vad <limiolo
Strategic ' 2 MRS
4 Spring ¥ 2.2 g% Sl
Strategic Gm%i?;%e% v 5.1 S
N Tiboo
FabricServer Vag IS 44
: NetQoS ¥ a1
7 Supnariet 77 Linmin v 18
Strategic OPSWARE v
bt Tivadl Lnix OB
' Str‘#égi? 1 Monitoring Agent V2.3
CSiened A HeUX Vi
MINIVUM RESOQURCE REQUIREMENTS

FIG. 418
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SOFTWARE DEPENDENCIES
Operaling] O/8 Other Software Configuration Nolgs
System | Version | Software | Versions Resfrictions
JMS14 Set a maximum
HP-UX Vg Compatible cache size- reduce
Replaces JROSS
HF-UX Y3+ J2EE ¥1.4 Wek Platiorm
HP-UX Yo+
HP-UX | Vil
HEUX | Vit
HP-UX | Vil
HP-UX | Vil
HP-UX | vior | Java v1.8 JSP 22
Compatible
i Replace JBOSS | Subselof JROSS
HPUX | Vi JBOSS Application Platform | Application Platform
SOAP 11,12
HP-UX | Vi0+ | Apache Y2+ compatibie
HRLEC T Vil
HE-UX | Vile Axis ¥
HPEUX | V0
5 14 sample queus
HP-UX ) Vit gyery 0.10 sec.
HE-UX |V its
HP-UX Yo+
HP-UX Yo+
daily cleanse of
HPUX Ve logfles
HP.LX vl GlancePak Plus
Required
MINIMUM RESOURCE REQUIREMENTS

FiG. 410



U.S. Patent Jul. 14, 2015 Sheet 52 of 117 US 9,083,734 B1
RESOURCE REQUIREMENTS

G sy &8 B | Rtk
7,56 £4.00 200,00 100,00

266 128.00 200.00 100.00

2.66 32.00 500.00 100.00

2.66 48.00 200.00 100.00

2.66 128.00 200.00 100,00

166 128.00 200.00 100.00

166 32.00 §4.00 100.00

166 256.00 §4.00 10.00

1.88 256.00 100.00 100.00

168 128.00 §4.00 100.00

166 64.00 32.00 10.00

168 256.00 32.00 10.00

166 256,00 128.00 100.00

166 128,00 200.00 100.00

188 1.00 300.00 100.80

186 .00 Caz00 | 10000

166 100 400.00 100.00

166 100 128.00 100.00

186 2,000.00 25,00 100.00 Mgfw’;gﬁ
2,66 3,908.00 3,069.00 100.00

FIG. 41D
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AnplicationiHome Banking E

BeploymentiN-Tier

ComponentiDatabase Server Liate

Hostrame | PTWWWAPSDEDR 2-Cict- 16
Normalized Resource Matric

Rescource-Type  Metric Londition mpact
Broycessing LB Qocugansy High High
Processing Mot Defined Mot Defined Mot Defined
Brocessing CRU Fluctuation Eowy Medium
Processing Response Time High High
PFrocessing Chass of CPU Medium Medium
Massaging Packets par Se¢ Madium High
Messaging Bandwidth Oceupancy Madium dMadium
RMeassaging Bamdwidth Burstiness Low Low
Bassaging Jigrer High High
Ressaging MNetwork Gof Level Redium High
Riamory Mot Gefined not Defined Mot Defined
Memory Mamory Utitization Medium Madium
Memory Paging or Swapping Medium Low
Riamory Not Defired Not Defined Not Defined
RMemory Ciass of Memaory Lo Lonay
Drata i/ Rate Madium hadium
Data Disk 1/0 Volume High High
Data 1O Burstinegsss LW Madium
Data Access Time Madium Madium
Data Type of Storags Low Low
Availability Parcent Uptime High High
Avatlability Mot Defined Not Befined Mot Definad
Availability Not Defined Noi Defined Not Defined
Austlabliny Time to Recover Lo High
Avallability Clase of Facllity Low High
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INTEGRATED FORENSICS PLATFORM FOR
ANALYZING IT RESOURCES CONSUMED
TO DERIVE OPERATIONAL AND
ARCHITECTURAL RECOMMENDATIONS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is entitled to the benefit of, and claims
priority to, provisional U.S. Patent Application Ser. No.
61/278,359, filed Oct. 6, 2009 and entitled “ANALYSIS OF
RESOURCES CONSUMED (ARC) TO DERRIVE
OPERATION AND ARCHITECTURAL RECOMMENDA -
TIONS (ARCHEOLOGIST),” the entirety of which is incor-
porated herein by reference.

COPYRIGHT STATEMENT

All of the material in this patent document is subject to
copyright protection under the copyright laws of the United
States and other countries. The copyright owner has no objec-
tion to the facsimile reproduction by anyone of the patent
document or the patent disclosure, as it appears in official
governmental records but, otherwise, all other copyright
rights whatsoever are reserved.

BACKGROUND OF THE PRESENT INVENTION

1. Field of the Present Invention

The present invention relates generally to systems, meth-
ods and software for capturing metrics associated with infor-
mation technology, and, in particular, to facilitating analysis
of information technology resources consumed to derive
operation and architecture recommendations.

2. Background

Information Technology (“IT”), which as used herein gen-
erally refers to the computer equipment, systems, processes
and other infrastructure that support all business activities
within a company or other organization, has become increas-
ingly important to each such company. Nearly always, each
company’s IT must perform numerous specific business pro-
cessing functions, sometimes referred to herein as business
applications, in which particular business problems are
solved. The IT elements necessary to fulfill a particular busi-
ness processing requirement are sometimes collectively
referred to hereinafter as a business application and include
both physical (e.g., computer hardware and other equipment)
and non-physical elements. The non-physical elements
include programs, which include the computer code (includ-
ing both coding and configuration parameters) deployed on
IT equipment to solve the applicable business problems.

Computer programs are complex algorithms applied to
business problems. They can be purely mathematical, such as
wave form analysis. Or, they may be finance management,
such as home banking. All of these are developed and
deployed with specification and testing before being put into
production. There have been many documents that prescribe
how to invent and create the necessary algorithms and pro-
cesses, but all have left it to the technologists to evaluate the
problem space and independently work through the selection
process for technologies that are relevant for the computer
algorithms that will be employed. Historically, program
designers and developers have had to use generalized guid-
ance, and create and deploy the application based on personal
experience and insight. This process lacks rigor and does not
prove “completeness” in the design, providing the opening
for erroneous implementation and defective delivery. Fur-
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2

thermore, it also lacks definitive linkage to a comprehensive
set of business requirements that include operational require-
ments. Often these requirements are discovered after that
application is deployed, causing delays, errors and, loss of
money and reputation.

Integrating all ofthe physical and non-physical elements of
a given business application creates many further complexi-
ties, from the design and development of the various elements
through deployment and maintenance of the complete busi-
ness application. Unfortunately, aside from limited individu-
alized guidance for particular elements, as described above, it
has traditionally been difficult to find cohesive, methodical,
or customized assistance in implementing the various tasks
associated with a business application life cycle.

Some assistance in conceptualizing the relationship
between IT and business needs was provided by work done by
Michael Porter in 1985. He introduced the concept of a Busi-
ness Value Chain (BVC), which is a generic value chain
model that comprises a sequence of activities found to be
common to a wide range of firms. Porter identified key activi-
ties, including policies and decisions, interrelationships, inte-
gration and scale that strongly apply to the general function(s)
required of IT. However, a need remained for a systematic
approach, dedicated tools and platforms, and the like to assist
in the actual design and management of IT. Without these
things a recurring cycle of typical problems hamper day to
day operations including: significantly oversized IT configu-
rations (under utilization causes waste in both the investment
and the environment, through excess energy and space con-
sumption); unidentified constraints, which significantly limit
the constraints that the business application must run with and
limit most growth or change factors; the inability to identify
the root cause of an operational incident; a failure to identify
configuration changes to redeploy resource to other pro-
grams; and many others.

The credit crisis and a struggling economic climate have
radically altered every industry, resulting in tightening of
corporate budgets and generating a renewed interest in opera-
tional efficiency. Other key factors that have increased this
interest include increasing globalization, which creates both
opportunities and threats to any size business, and an increas-
ing level of regulatory pressures. All of these factors have
increased the need for businesses to carefully consider what
strategic investments should be made and have forced busi-
nesses to be more adaptive to their changing surroundings in
order to compete successfully.

The organizational element of the business that has func-
tional responsibility for IT operations (“IT Operations™) is
responsible for the delivery of the services necessary to fulfill
the business application. Currently, the available tools are
strongly focused on capacity and availability measurements
for individual pieces of equipment which produce data.
Unfortunately, these tools are not effective in using that data
to create knowledge which enables the practitioner to identify
opportunities for change and to make informed decisions
about how to effectively change and otherwise manage their
IT infrastructure. A need exists for more effective systems,
methods and tools for achieving these and other functions.

SUMMARY OF THE PRESENT INVENTION

Broadly defined, the present invention according to one
aspect is a method for facilitating forensic analysis of opera-
tional data for an IT infrastructure, including: deriving per-
formance data from a plurality of physical systems, network
elements and storage devices in an IT infrastructure via a
toolset comprising a plurality of IT monitoring and metrics
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tools, wherein each tool is communicatively interfaced with
one or more of the physical systems, network elements and
storage devices; importing the performance data into an inte-
grated forensics platform; aggregating the imported data; and
analyzing the aggregated data to determine resources con-
sumed.

In a feature of this aspect, the toolset includes third party
tools. In further features, the third party tools include a plu-
rality of tools from different providers; and/or the third party
tools include at least a first tool provided by the owner or
manager of the IT infrastructure and at least a second tool
provided by an entity other than the owner or manager of the
IT infrastructure.

In another feature of this aspect, the method further
includes producing a forensic heat map setting forth a collec-
tion of metrics and at least one aspect of resource consump-
tion for each metric.

In further features, the at least one aspect of resource con-
sumption for each metric includes a current condition of the
respective metric; the condition of the respective metric is
described on a scale having at least three values; and the
condition of the respective metric is described textually and/
or graphically.

In still further features, the at least one aspect of resource
consumption for each metric includes a current impact of the
respective metric; the impact of the respective metric is
described on a scale having at least three values; the impact of
the respective metric is described textually and/or graphi-
cally; and the at least one aspect of resource consumption for
each metric also includes a current condition of the respective
metric.

In still further features, a type of resource to which the
metric pertains is included in the forensic heat map for each
metric; and the resource types are selected from a group that
includes processing, messaging, memory, data and availabil-
ity.

In still further features, a metric type is included in the
forensic heat map for each metric; and the resource types are
selected from a group that includes variability of consump-
tion (variation), latency of consumption, intensity of con-
sumption (quality) and occupancy of the resource (volume).

In still further features, the step of producing a forensic
heat map includes producing a collection of forensic heat
maps, each for a separate application; the method further
includes selectively displaying the collection forensic heat
maps to a user via the archaeologist platform; and/or the
method further includes providing the collection of forensic
heat maps to an infrastructure correlation engine for use in
deriving operational or architectural recommendations.

In still further steps, the step of analyzing the aggregated
data to determine resources consumed is carried out in a
secure environment, and wherein the step of producing a
forensic heat map is carried out in a less-secure thin client; the
method further includes receiving incident information from
an incident tracking system, and wherein the step of produc-
ing a forensic heat map is carried out at least partly on the
basis of the incident information; the method further includes
receiving configuration data from a configuration manage-
ment database, and wherein the step of producing a forensic
heat map is carried out at least partly on the basis of the
configuration data; the method further includes receiving
facilities data from a information database, and wherein the
step of producing a forensic heat map is carried out at least
partly on the basis of the facilities data; and/or the method
further includes generating software anomaly risk informa-
tion.
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Further areas of applicability of the present invention will
become apparent from the detailed description provided here-
inafter. It should be understood that the detailed description
and specific examples, while indicating the preferred embodi-
ment of the invention, are intended for purposes ofillustration
only and are not intended to limit the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features, embodiments, and advantages of the
present invention will become apparent from the following
detailed description with reference to the drawings, wherein:

FIG. 1 illustrates a generic business value chain model that
includes inbound logistics, operations, outbound logistics,
marketing and sales, and service business functions;

FIG. 2 illustrates a rearrangement of the business value
chain model of FIG. 1,

FIG. 3 illustrates business functions as links in a business
value chain;

FIGS. 4-5 illustrate exemplary business scenarios;

FIG. 6 illustrates how a business scenario is in essence a
higher level expression of a use case that contains one or more
business steps;

FIGS. 7A and 7B illustrate exemplary relationships of
various concepts and elements described herein;

FIG. 8 illustrates exemplary business activities that under-
pin a straight through processing capital markets business
value chain;

FIG. 9 illustrates a counter aggregation pattern;

FIGS. 10A-10B illustrate exemplary information patterns
for storage and access;

FIGS. 11-12 illustrate exemplary functional patterns;

FIG. 13 illustrates the mapping of several application pat-
terns onto links in an IT supply chain;

FIG. 14 illustrates an exemplary service profile detailing
peak period related qualities for rich internet application,
business intelligence, and extract, translate, load functional
patterns;

FIG. 15 illustrates an exemplary service profile showing
resource consumption qualities of each element of a rich
internet application functional pattern;

FIG. 16 illustrates an exemplary service profile showing
workload allocation qualities of each element of a business
intelligence functional pattern;

FIG. 17 illustrates an exemplary distributed data cache
design pattern;

FIG. 18 illustrates an exemplary deployment pattern;

FIG. 19 illustrates an exemplary proxy server pattern;

FIG. 20 illustrates how replacing a database server element
in a three tier client/server pattern with a Hot high availability
pattern results in a three tier client/server pattern that includes
a Hot high availability database server;

FIG. 21 illustrates how each leg of an IT supply chain can
have a representative ensemble;

FIG. 22 facilitates understanding that an integrated moni-
toring pattern can be used to define technology used within a
common monitoring deployment pattern;

FIG. 23 illustrates an exemplary server infrastructure stack
technology pattern and exemplary ensembles that can be real-
ized therefrom by assignment of specific technologies;

FIG. 24 illustrates an exemplary technology pattern for
describing a genenc manifest for a processing execution des-
tination;

FIG. 25 illustrates exemplary virtualization technology
patterns;
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FIG. 26 illustrates how a technology pattern can be used to
describe the end to end characteristics of an entire enterprise
architecture;

FIG. 27 illustrates the use of an enterprise stack to guide
service oriented infrastructure architecture;

FIGS. 28A-28B illustrate_exemplary document storage
ensembles;

FIG. 29 illustrates an exemplary low latency server
ensemble;

FIG. 30 illustrates an exemplary technology stack;

FIGS. 31A-31D illustrate exemplary configuration pro-
files_for a server ensemble;

FIG. 32 illustrates a latency sensitive transaction stack that
has been realized with real products as an implementation
solution for deployment onto a processing execution destina-
tion;

FIG. 33 illustrates an exemplary processing execution des-
tination configured to service an entire business value chain;

FIG. 34 illustrates an exemplary IT supply chain that maps
to a business value chain;

FIG. 35A illustrates generic business demand characteris-
tics that can be utilized in a workload profile;

FIG. 35B illustrates an exemplary workload profile utiliz-
ing the generic business demand characteristics of F1G. 35A;

FIG. 36 illustrates an exemplary IT supply chain that
includes a plurality of links;

FIG. 37 illustrates an exemplary QoE profile;

FIG. 38 illustrates data usage patterns charted utilizing a
detailed policy set of their service profiles;

FIGS. 39A-B collectively illustrate an example of dimen-
sioning a processing execution destination to utilize four
ensembles at varying times of the day;

FIG. 40 illustrates second tier qualities for use in dimen-
sioning storage for a processing execution destination;

FIGS. 41 A-41D illustrate examples of provisioning a pro-
cessing execution destination;

FIG. 42 illustrates exemplary maturity levels that can be
utilized;

FIG. 43 illustrates an exemplary capability assessment
table for process, technical, and competency capabilities;

FIG. 44 illustrates an exemplary scoring matrix which
might be utilized in one or more implementations;

FIG. 45 illustrates an exemplary range table which might
be utilized in one or more implementations;

FIG. 46 illustrates an exemplary Bayesian BeliefNetwork;

FIG. 47 illustrates the use of causality graphs to represent
both cause and effect and dependency;

FIGS. 48-49 illustrate conditional probability matrices;

FIG. 50 illustrates how the presence of certain symptoms
might indicate the presence of a particular problem;

FIG. 51 illustrates an exemplary workload pattern that
represents a subset quality profile having thirty four of fifty
qualities rearranged;

FIG. 52 illustrates how a pattern quality value can be cor-
related to a workload pattern quality value;

FIG. 53 illustrates exemplary fuzzy logic tables;

FIG. 54 illustrates a workload pattern having both base
qualities and calculated qualities derived therefrom;

FIGS. 55A and 55B collectively illustrate an exemplary
performance heat map predicting how well an ensemble
meets workload requirements;

FIG. 56 illustrates business functions that constitute a
straight through processing business value chain in capital
markets mapped onto an IT supply chain;

FIG. 57 illustrates how business activities can be organized
along different legs of an IT supply chain;
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FIG. 58 illustrates how business challenges and driving
forces (e.g., service level agreements) can shape key perfor-
mance indicators for a business function of a business value
chain;

FIGS. 59-60 illustrate pseudo control instructions;

FIG. 61 illustrates the similarity of quality profiles for
business activities of a sales business function and the iden-
tification of a fit for purpose network ensemble for these
business activities;

FIG. 62 illustrates how an application can intersect mul-
tiple business activities;

FIG. 63 illustrates how future state application functional-
ity can be planned to intersect multiple business activities;

FIG. 64 illustrates two applications that each cross over
two business functions;

FIGS. 65-66 illustrate pseudo control instructions;

FIG. 67 illustrates a flowchart detailing exemplary deci-
sion logic;

FIG. 68 illustrates pseudo control instructions;

FIGS. 69A-B illustrate how choices of scope and time
horizon together provide six major decision content groups
with which to work in when making infrastructure changes;

FIGS. 70A-B and FIG. 71 illustrate supply, demand, opera-
tions, governance, and execution dimensions;

FIG. 72 illustrates how service oriented infrastructure, ser-
vice oriented architecture, a processing execution destina-
tion, and a processing execution destination management
infrastructure can be mapped to an enterprise stack;

FIG. 73 illustrates an exemplary operational model;

FIG. 74 illustrates exemplary capability summary score-
cards;

FIG. 75 illustrates an exemplary capability heat map;

FIG. 76 is a block diagram illustrating a five segment
approach to the business application life cycle;

FIG. 77, which is a block diagram illustrating a decompo-
sition of the logical (and physical) parts that may enable one
or more business applications;

FIG. 78 is a block diagram similar to that of FIG. 77 but
elaborating upon the details of the different layers;

FIG. 79 is a block diagram similar to that of FIG. 78 but
illustrating the simultaneous applicability of the topics and
technologies of FIG. 78 across multiple different business
applications;

FIG. 80 is a block diagram illustrating an integrated foren-
sics platform that is configured to import data from a plurality
of'tools, which collectively represent a toolset, in accordance
with one or more preferred embodiments of the present inven-
tion;

FIG. 81 is a block diagram expressing various components
of an exemplary representation of an “archaeologist™ plat-
form for analysis of consumed resources (ARC), including
expected input and output components, in accordance with
one or more preferred embodiments of the present invention;

FIG. 82 is a block diagram illustrating a conceptual view of
an exemplary archeologist platform in accordance with one or
more preferred embodiments of the present invention;

FIG. 83 is a first exemplary depiction of a forensic heat map
of FIG. 82;

FIG. 84 is a second exemplary depiction of forensic heat
maps of FIG. 82;

FIG. 85 is a block diagram illustrating architecture for an
exemplary system utilizing an archeologist platform;

FIG. 86 is a tabular illustration detailing exemplary metric
types and resource types;

FIG. 87 is a tabular illustration detailing exemplary nor-
malized resource metrics generated from the resource and
metric types detailed in the table of FIG. 86;
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FIG. 88 is a tabular illustration of a subset of the metrics of
FIGS. 86 and 87,

FIG. 89 is a graphical representation of SQL processor
percentage time, illustrating the data falling within the first
three quartiles as well as the data falling in the fourth quartile;

FIGS. 90A-90B are a collection of graphical representa-
tions of metrics that may be relevant to a specific business
application

FIG. 91 is a graphical representation of hourly quartile
metrics for Network I/O packets;

FIGS.92A and 92B are tabular depictions of the criteria for
resource condition classification and resource impact classi-
fication, respectively, as high, medium, or low;

FIG. 93 is an exemplary depiction of a visualization that
could express the quality level observed on a business appli-
cation;

FIG. 94 illustrates exemplary incident data for an invest-
ment bank example;

FIG. 95 is a tabular representation of exemplary bottleneck
probability values based on a system condition (R1) and other
system conditions (R2);

FIG. 96 is a tabular representation of bottleneck probabili-
ties in an exemplary four-system environment during two
sample hours;

FIG. 97 is an exemplary XML fragment for use in import-
ing data in accordance with one or more preferred embodi-
ments of the present invention;

FIG. 98 is a block diagram illustrating a three-tier server
deployment pattern;

FIG. 99 illustrates a step or process of mapping software
items to functional components as part of a deployment
matching process;

FIG. 100 is a tabular representation illustrating exemplary
affinities between five software items;

FIG. 101 is an exemplary chart illustrating software items
on various servers; and

FIG. 102 is a conditional probability table showing condi-
tional probabilities for pairs of software items.

DETAILED DESCRIPTION

As a preliminary matter, it will readily be understood by
one having ordinary skill in the relevant art (“Ordinary Arti-
san”) that the present invention has broad utility and applica-
tion. Furthermore, any embodiment discussed and identified
as being “preferred” is considered to be part of a best mode
contemplated for carrying out the present invention. Other
embodiments also may be discussed for additional illustrative
purposes in providing a full and enabling disclosure of the
present invention. Moreover, many embodiments, such as
adaptations, variations, modifications, and equivalent
arrangements, will be implicitly disclosed by the embodi-
ments described herein and fall within the scope of the present
invention.

Accordingly, while the present invention is described
herein in detail in relation to one or more embodiments, it is
to be understood that this disclosure is illustrative and exem-
plary of the present invention, and is made merely for the
purposes of providing a full and enabling disclosure of the
present invention. The detailed disclosure herein of one or
more embodiments is not intended, nor is to be construed, to
limit the scope of patent protection afforded the present
invention, which scope is to be defined by the claims and the
equivalents thereof. It is not intended that the scope of patent
protection afforded the present invention be defined by read-
ing into any claim a limitation found herein that does not
explicitly appear in the claim itself.
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Thus, for example, any sequence(s) and/or temporal order
of steps of various processes or methods that are described
herein are illustrative and not restrictive. Accordingly, it
should be understood that, although steps of various pro-
cesses or methods may be shown and described as being in a
sequence or temporal order, the steps of any such processes or
methods are not limited to being carried out in any particular
sequence or order, absent an indication otherwise. Indeed, the
steps in such processes or methods generally may be carried
out in various different sequences and orders while still fall-
ing within the scope of the present invention. Accordingly, it
is intended that the scope of patent protection afforded the
present invention is to be defined by the appended claims
rather than the description set forth herein.

Additionally, it is important to note that each term used
herein refers to that which the Ordinary Artisan would under-
stand such term to mean based on the contextual use of such
term herein. To the extent that the meaning of a term used
herein—as understood by the Ordinary Artisan based on the
contextual use of such term—differs in any way from any
particular dictionary definition of such term, it is intended that
the meaning of the term as understood by the Ordinary Arti-
san should prevail.

Regarding applicability of 35 U.S.C. §112, 46, no claim
element is intended to be read in accordance with this statu-
tory provision unless the explicit phrase “means for” or “step
for” is actually used in such claim element, whereupon this
statutory provisionis intended to apply in the interpretation of
such claim element.

Furthermore, it is important to note that, as used herein, “a”
and “an” each generally denotes “at least one,” but does not
exclude a plurality unless the contextual use dictates other-
wise. Thus, reference to “a picnic basket having an apple”
describes “apicnic basket having at least one apple” as well as
“a picnic basket having apples.” In contrast, reference to “a
picnic basket having a single apple” describes “a picnic bas-
ket having only one apple.”

When used herein to join a list of items, “or” denotes “at
least one of the items,” but does not exclude a plurality of
items of the list. Thus, reference to “a picnic basket having
cheese or crackers” describes “a picnic basket having cheese
without crackers,” “a picnic basket having crackers without
cheese,” and “a picnic basket having both cheese and crack-
ers” Finally, when used herein to join a list of items, “and”
denotes “all of the items of the list”” Thus, reference to “a
picnic basket having cheese and crackers” describes “a picnic
basket having cheese, wherein the picnic basket further has
crackers,” as well as describes “a picnic basket having crack-
ers, wherein the picnic basket further has cheese.”

As used in this application, the terms “component” and
“system” may refer to a computer-related entity, either hard-
ware, a combination of hardware and software, software, or
software in execution. For example, a component can be, but
is not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an
application running on a server and the server can be a com-
ponent. One or more components can reside within a process
and/or thread of execution, and a component can be localized
on one computer and/or distributed between two or more
computers.

Asused herein, the term to “infer” or “inference’” may refer
generally to the process of reasoning about or inferring states
of the system, environment, and/or user from a set of obser-
vations as captured via events and/or data. Inference can be
employed to identify a specific context or action, or can
generate a probability distribution over states, for example.
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The inference can be probabilistic—that is, the computation
of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to
techniques employed for composing higher-level events from
a set of events and/or data. Such inference results in the
construction of new events or actions from a set of observed
events and/or stored event data, whether or not the events are
correlated in close temporal proximity, and whether the
events and data come from one or several event and data
sources.

As used herein, the terms “infrastructure” and “architec-
ture” shall generally each be construed as potentially envel-
oping both hardware and software, excepting only those situ-
ations where a particular characterization would be
impossible.

Referring now to the drawings, in which like numerals
represent like components throughout the several views, the
preferred embodiments of the present invention are next
described. The following description of one or more preferred
embodiment(s) is merely exemplary in nature and is in no
way intended to limit the invention, its application, or uses.

INTRODUCTION

Inter alia, systems and methods for leveraging expert
knowledge in advanced I'T architecture, engineering and real-
time operational management are described herein. One or
more aspects of the present invention relate to such systems or
methods, or software implementing, embodying, or facilitat-
ing such systems or methods.

At least some such software can be characterized as a
system or platform to carry out analysis of resources con-
sumed (ARC) to derive operation and architecture recom-
mendations. Such software is sometimes characterized herein
as an “archeologist” platform. In preferred implementations,
an archeologist platform is utilized in combination with other
software for IT design and management, such as, for
example, software utilizing or representing an infrastructure
correlation engine as disclosed in U.S. patent application Ser.
No. 12/899,456, titled “INFRASTRUCTURE CORRELA-
TION ENGINE AND RELATED METHODS”, naming as
inventors Sheppard David Narkier, Anthony Bennett Bishop,
Paul Edward Renaud, Alexis Salvatore Pecoraro, and Paul
John Wanish, filed concurrently herewith on Oct. 6, 2010,
which application and any publications thereof and patents
issuing therefrom are hereby incorporated herein by refer-
ence. An infrastructure correlation engine (ICE) represents a
tool that combines expert knowledge in advanced IT archi-
tecture, engineering, and real-time operational management
to enable users to create optimized real time infrastructure
designs that respect workload and physics in a repeatable
manner across industries. Such users might include, for
example, architects, system engineers, and systems manage-
ment personnel.

In order to properly support and enable the business, IT
Operations must advance the data analysis provided to deter-
mine if various criteria (more fully described hereinbelow)
are being achieved. By using ARC, I'T Operations can identify
and surface recommendations to management on opportuni-
ties to optimize the Digital Supply Chain (DSC), tailoring
configurations to meet these business demands.

Business Demand

A common methodology for describing the creation of
economic value for an organization involves the utilization of
business value chains. A business value chain can be charac-
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terized as being comprised of a plurality of links, each of
which represents a major business function of the organiza-
tion. FIG. 1 illustrates a generic business value chain model
that includes inbound logistics, operations, outbound logis-
tics, marketing and sales, and service business functions. The
generic business value chain model can be rearranged to
organize links by whether they are customer facing (front
office), internal facing (middle office), or supplier facing
(back office). FIG. 2 illustrates such a rearrangement.

A more concrete example would be a capital markets busi-
ness value chain which includes sales, trading, operations,
risk, and reporting business functions. FIG. 3 illustrates these
business functions as links in a business value chain.

Notably, a business value chain and the business functions
within a business value chain usually span multiple stake-
holders. Each business function has a primary set of stake-
holders with specific business objectives. The fulfillment of a
stakeholder objective represents a business scenario. Busi-
ness scenarios can be identified by first identifying each
stakeholder in a business function, and, thereafter, for each
stakeholder, identifying each objective that that stakeholder
has in that business function. Any specific requirements for
meeting a stakeholder’s objective should be identified so as to
be included in a service level agreement (described hereinbe-
low).

Each stakeholder-objective combination for a business
function is the point of departure for a business scenario. For
each business scenario, a trigger event can be identified that
initiates the scenario. A main sequence of interactions can
then be described that represents the main scenario. Business
exceptions can be captured as alternative flows through the
scenario, i.e., as alternative scenarios. Each alternative sce-
nario can be identified by describing each variation in the flow
of events for the main scenario. Each alternative scenario can
be described as a sequence of interactions.

An example of a business scenario is a business scenario
for a car accident claim. The stakeholder in such a business
scenario would be the claimant. The stakeholder’s objective
would be to get paid for his or her claim. A service level
agreement (described in more detail hereinbelow) might
specify that a stakeholder is to be paid within two weeks. The
trigger for this scenario would be the submission ofa claim by
the claimant.

The main scenario would involve steps of the claimant
submitting a claim with substantiating data, an insurance
company verifying that claimant owns a valid policy, the
insurance company assigning an agent to examine the case,
the insurance company verifying all details are within policy
guidelines, and the insurance company paying claimant and
closing the file.

A first alternative scenario would encompass the situation
where the submitted data from the first step was incomplete.
This alternative scenario would include steps of the insurance
company requesting missing information, and the claimant
supplying the missing information.

A second alternative scenario would encompass the situa-
tion where the claimant does not own a valid policy. This
alternative scenario would include the step of the insurance
company denying the claim, notifying the claimant, and ter-
minating the claim process.

A third alternative scenario would encompass the situation
where no agent was available to examine the case. This alter-
native scenario would include the step of queuing the case for
examination. Those familiar with the U.S. Patent and Trade-
mark Office should be very familiar with this “alternative”
scenario.
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A fourth alternative scenario would encompass the situa-
tion where an accident associated with the claim violates
basic policy guidelines. This alternative scenario would
involve the insurance company declining the claim, notifying
the claimant, and terminating the claim process.

A fifth alternative scenario would encompass the situation
where an accident associated with the claim violates minor
policy guidelines. This alternative scenario would involve the
insurance company beginning negotiations with the claimant
as to the degree of payment to be made.

FIG. 4 and FIG. 5 illustrate additional exemplary business
scenarios. Specifically, FIG. 4 illustrates a basic customer
sale and installation scenario, and FIG. 5 illustrates an exem-
plary order fulfillment scenario utilizing just in time manu-
facturing and a field install.

Each business function in a business value chain comprises
a series of business steps. Each business step involves a subset
of stakeholders of the business function it is part of Business
steps represent a process view of a business value chain. For
example, a risk business function could be broken down into
steps of calculating counterparty risk, generating counter-
party reports, establishing a value of portfolios, calculating a
value at risk for each portfolio, comparing the calculated
value at risk to risk thresholds and compliance requirements,
determining portfolio adjustments to reduce risk, generating
portfolio adjustment reports, and generating overnight trades
to rebalance portfolio risk.

A use case describes functionality of a business step by
expounding on part of a business scenario.

Specifically, a business scenario is in essence a higher level
expression of a use case that contains one or more business
steps, and each of these business steps can be elaborated by
one or more use cases, as illustrated in FIG. 6.

For example, a “process trade” business step within a trade
execution business scenario might include a “cancel a trade”
use case. A use case is written to describe “what” a system or
application must do to fulfill a user request. Use cases might
have multiple steps (not to be confused with business steps),
and each step can be characterized as having an actor, e.g., a
user or a user’s surrogate. A use case further has pre-condi-
tions which must be fulfilled before the use case can start, as
well as at least one post-condition, which can guarantee a
certain outcome. An “e” flag can be utilized to determine
whether an error occurs during execution of a use case. A use
case can be composite, where each step in a higher level use
case can be decomposed into separate multi-step use cases.

With respect to the exemplary “cancel a trade” use case, the
actor for this use case would be a trader. The goal of this use
case would be to reverse a prior trade prior to execution. The
triggering event for this use case would be that the trader
decides that the trade is no longer favorable. The frequency/
repetition/concurrency of this trade would be once per day. A
main flow of events for this use case would include steps of a
trader checking that the trade has no prior fills, the system
confirming no prior fill, the trader issuing a trade cancellation,
the system removing the trade from an order book, and the
trader receiving confirmation of the trade cancellation. The
pre-conditions for this use case would require an initial state
of'the trade being unfulfilled and authentication by the trader.
The post-conditions for this use case would specify that the
trade is canceled and that the trade is subsequently historical
for data integrity purposes. This use case would include con-
straints on performance (a check for prior fills must execute
within half a second and removal from order book must
complete within one second), reliability (a cancel trade trans-
action must be recovered if the system fails after confirming
no prior fill), security (it is only possible for a trader to cancel
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trades belonging to the trader), and business rules (trade can-
cellation of a trade cannot be completed if the trade is filled
prior to completion, and concurrent trade execution fails after
a trade issues a trade cancellation). In an alternative flow of
events, the trader discovers that a trade has already been filled
and abandons the cancel trade attempt, or the trader discovers
that a trade has been partially filled and issues cancellation of
an unfulfilled balance of the trade.

A business application processes one or more business
products defined by business steps and is responsible for one
or more application use cases. Such a business application is
executed by an application subsystem composed of one or
more assemblies of infrastructure capabilities configured to
optimize a certain workload profile. These assembles can be
characterized as ensembles. These relationships are illus-
trated in FIG. 7, together with relationships of other concep-
tualizations described herein in accordance with some pre-
ferred systems and methodologies.

Notably, a business value chain and the business functions
within a business value chain usually span multiple business
applications. Similarly, business scenarios may transcend
applications. A business step, in contrast, typically involves a
primary application in combination with secondary applica-
tions from adjacent business steps. A use case is specified in
a manner similar to a scenario, but corresponds to only a
single business application.

Business steps can be organized around common business
activities that combine related business steps. Thus, business
activities represent an organizational sub-grouping within a
business function. For example, the illustrated ovals in FIG. 8
represent exemplary business activities that underpin a
straight through processing capital markets business value
chain.

Business Patterns

In walking through various business scenarios across vary-
ing business functions, recurring functionality can be found.
Such recurring functionality within business activities can be
characterized as business patterns.

Specifically, a business pattern represents recurring func-
tionality from one or more business scenarios or application
use cases. A business application is responsible for providing
the IT functionality required for such application use cases.

For example, a business pattern might represent the com-
mon situation where a request is put in for service. This
business pattern would include the steps of receiving a
request from a customer, recording the customer request,
collecting information necessary to satisfy the customer
request, processing the request, recording information
required to respond to the request, providing a response to the
customer, and following up to ensure the response to the
request was satisfactory. Such a business pattern might apply,
for example, to a request for account information, a request to
update a customer profile, a request to open a new account, or
arequest for anew loan for an existing account. Furthermore,
since business patterns are shaped by the forces of business
operating on the organization, business drivers and business
demand characteristics can be identified which shape the
nature of business demand into distinct workloads. Recurring
types of business forces result in recurring workload patterns.

Architecture Patterns

Because these business patterns are themselves recurring,
enterprise 1T architecture that Because these business pat-
terns are themselves recurring, enterprise I'T architecture can
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be utilized to address these recurring business patterns
because recurring business patterns frequently result in a
recurring set of architectural requirements. It is believed that
such systems and methods for interrelating business patterns
and architecture patterns provide advantages previously unre-
alized by other systems and methodologies.

Because enterprise IT architecture can quickly become
very complex, just as it is advantageous when endeavoring to
fully describe a building or structure to utilize multiple view-
points (e.g., an electrical plan, mechanical plan, etc.), so too is
it advantageous in describing enterprise IT architecture to
utilize multiple viewpoints. For example, enterprise IT archi-
tecture can be described from an information viewpoint (e.g.,
via a data model), a functional viewpoint (e.g., processing
structure), a design viewpoint (e.g., engineering implemen-
tations), a deployment viewpoint (e.g., operations and man-
agement of architecture), and a technology viewpoint (e.g.,
platform standards/conventions). Preferably, these view-
points are systematically synthesized into a single engineer-
ing ensemble of systems, storage, and networks. It is believed
that such systems and methods for such systematic analysis
provide advantages previously unrealized by other systems
and methodologies.

A collection of requirements in accordance with one of
these viewpoints driven by a business pattern represents an
architecture pattern. Each viewpoint thus gives rise to a cor-
responding architecture pattern family (e.g., information,
functional, deployment, technology, and design families).
For example, a set of requirements regarding the information
viewpoint can be described by an information pattern, while
a set of requirements regarding the design viewpoint can be
described by a design pattern. These architecture patterns
describe enduring abstract patterns that are independent of
any particular set of products or technology, and can be imple-
mented differently as technology changes without altering
the architecture pattern itself.

One or more aspects of the present invention relate to
guiding a user in selecting better or more optimal operational
platforms to run applications on. Preferably, this allows for
performance improvement, waste reduction, throughput
increase, and monetary savings. However, many [T practitio-
ners feel that their applications are too unique to characterize
using broad demand driven analysis, so there can be resis-
tance to optimization techniques.

Most practitioners can now agree, though, that their appli-
cations, as unique as they are, can be characterized by decom-
posing them into sub-assemblies called patterns. Patterns
have distinct operational behavior that manifests in specific
resource consumption finger prints. These finger prints can be
characterized by a set of detailed qualities that characterize
consumption behavior and operational requirements. Prefer-
ably, these qualities are utilized to identify optimal infrastruc-
ture to run classes of applications on, removing the need to
treat each application as a special case.

Thus, patterns can be described utilizing qualities, which
represent categorical metrics, attributes, or constraints relat-
ing to the pattern. In general, patterns can be described in
terms of a set of qualities called a quality profile. Specifically,
the qualities of a business pattern, which are expressed in
terms of business demand characteristics, can be described by
a type of quality profile called a workload demand profile.
The qualities of a workload pattern can be described by a
different type of quality profile called a quality of experience
(QoE) profile. The qualities of an architecture pattern can be
described in a service profile. Since architecture patterns
describe different viewpoints of enterprise architecture, dif-
ferent types of architecture patterns will have different con-
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tent in their service profiles. Thus, information pattern service
profiles will be different than design pattern service profiles.
Similarly, different pattern families of the same architecture
pattern may also have different content in their service pro-
files.

In one or more preferred implementations, architecture
patterns are associated with known problems (described in
more detail hereinbelow) related to implementations of those
patterns. For example, such information might be stored in a
knowledgebase.

Architecture Patterns—Information Patterns

Analyzing enterprise architecture from an information
viewpoint allows for the use of several organizing principles.
First, it is preferred that an information model be defined for
all applications, as using the right information is key to busi-
ness competitiveness. Further, it is preferred that a common
vocabulary be utilized for all database and message elements,
as this ensures that all applications speak the same language
from a data perspective. Similarly, itis preferred that standard
message formats are used in communications, as this is key to
unlocking the sharing of application services and events. Still
further, the sharing of transactional events between applica-
tions is preferred, as this unlocks cross business unit syner-
gies. Lastly, it is preferable that defined information patterns
for data representation, storage and access, and manipulation
be utilized, as this unlocks reuse and minimizes design and
maintenance efforts.

A first of these, information patterns for data representation
relate, as their name implies, to how data is represented.
Information patterns allow for the separation of user needs in
viewing data from the complexity of source and format varia-
tion. This supports abstraction and promotes decoupling of
divergent application needs.

Exemplary information patterns for data representation
include a static representation pattern associated with com-
mon information that can be shared, such as, for example, a
customer or product; a varying attributes pattern associated
with common information that varies by business function,
such as, for example, load data, which has attributes in com-
mon across business functions as well as attributes which vary
by business function; a dynamic representation pattern asso-
ciated with information that can be rendered only at a point in
time, such as, for example, market data, trade transactions,
and positions; a time series pattern associated with informa-
tion that can be analyzed across time, that might, for example,
be based on sample timing, an interval, and duration; and an
unstructured data pattern associated with information that can
be tagged and/or searched, that might, for example, be based
on XML namespaces and/or tags.

A second group of information patterns, information pat-
terns for data manipulation, can be further classified into
various sub-families. A first of these is grouping patterns,
such as, for example: summary aggregation type information
patterns which calculate a sum, average, max or min, or
similar aggregation value; or structural association type infor-
mation patterns, which relate to an industry or sector the data
is associated with. A second of these sub-families is utility
patterns that encode rules needed for understanding data,
which might be necessary for understanding information at a
fundamental information level. Thus, information patterns
for data manipulation might be used to define special calendar
periods for data or functions operable on the data, such as
defined aggregations or functions associated with the start
and/or end of a period. For example, a counter aggregation
pattern is an information pattern that is a member of the
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summary aggregation grouping pattern family. This pattern
models measured values that are summarized across a time
period, and might be applicable to any sales or operational
metrics. FIG. 9 illustrates such a counter aggregation pattern.

A third group of information patterns, information patterns
for data storage and access (or data usage), can likewise be
further classified into various sub-families. A first of these
sub-families pertains to storage type patterns, such as, for
example, storage type patterns for transactional data, master
data, documents, audio and/or video, or business work prod-
ucts. A second of these sub-families pertains to policy set
patterns, which define policies for accessing data securely
and reliably. FIG. 10 illustrates exemplary information pat-
terns for storage and access. For example, the first column of
FIG. 10 provides properties for transactional data and a cor-
responding transactional policy set. Preferably, this policy set
is manifested in operational rules that run against the data.
These rules might be derived directly from predictable
demand patterns as understood by typical patterns of usage.
This preferably shapes how the infrastructure is configured.

Preferably, with respect to an information viewpoint, enter-
prise architecture design utilizes entity-relationship dia-
grams, data dictionaries, transaction matrices, data manipu-
lation patterns, data storage patterns, and storage policy set
patterns. It is believed that systems and methods incorporat-
ing data manipulation, data storage, and storage policy set
patterns provide advantages previously unrealized by other
systems and methodologies.

Turning to description of information patterns via quali-
ties, a service profile for an information pattern in the data
representation sub-family describes qualities relating to the
semantic nature of information represented in the pattern. A
service profile for an information pattern in the data manipu-
lation sub-family describes qualities relating to the algorith-
mic nature of manipulating information within the pattern. A
service profile for an information pattern in the data usage
sub-family of information patterns describes policy sets for
data access performance and security, which have profound
implications for characterizing infrastructure consumption
when synthesizing patterns into an engineered ensemble for
configuration of I'T infrastructure comprised of systems, net-
works, and storage.

In a preferred implementation, service profiles are imple-
mented utilizing a two tier approach. A first tier of policy set
qualities are used to organize high level policy attributes.
With respect to a service profile for an information pattern in
the data usage family, first tier policy qualities might include
a data group quality (answering the question “What type of
data is this?”), an I/O quality (answering the question “What
does 1/O rate look like?”), a throughput quality (answering
the question “What does 1/O throughput look like?”), a time
quality (answering the question “How much delay in getting
to the data is tolerable?”), a compliance quality (answering
the question “How tightly controlled does access to data have
to be?””), and a data retention quality (answering the question
“How long does data need to be retained?” with either short
term, which corresponds to a “low” retention value, near-
term, which corresponds to a “med” retention value, or long-
term, which correspond to a “high” retention value.

A second tier of a service profile corresponds to detailed
policy attributes. Returning to the above example, the first tier
data retention quality can be elaborated with more detailed
policy attributes for active copy retention on primary, active
copy retention on secondary, active copy retention on tertiary,
retain time extra copies (RETE), retain time last only copy
(RETO), number of existing versions (VERE), number of
deleted versions (VERD), archive time retained versions
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(RETV), backup periodicity, and archive periodicity. Prefer-
ably, this concept of tiered qualities guides a systematic
method of configuration choices for ensembles.

Architecture Patterns—Functional Patterns

A second point of view to utilize to analyze enterprise
architecture is a functional viewpoint that describes the nature
of computation to be performed. As with the information
viewpoint, analyzing enterprise architecture from a func-
tional viewpoint allows for the use of several organizing
principles.

First, it is preferable to maximize the macro-level re-use of
common business services, for example because this accel-
erates the delivery of new services to business users. Simi-
larly, it is preferable to maximize the micro-level re-use of
infrastructure services and components, as this eliminates
unnecessary cost while avoiding constant re-invention of the
wheel. Separation of data, data manipulation, data represen-
tation, and data presentation is desirable as this minimizes
sustaining costs while enabling the ability to provide a com-
mon look and feel between applications. Likewise, use of a
common messaging API is preferable to unlock sharing of
application services and events. Finally, functional decompo-
sition down to smallest units of work is desirable. This is
preferably accomplished via use of functional patterns orga-
nized by scale and scope that describe the structure of pro-
cessing required to implement a business pattern. Use of these
functional patterns enables sufficient understanding of scal-
ability, concurrency, and performance so as to allow for the
automation of systematic methods of ensemble configura-
tion. It is believed that such use of functional patterns pro-
vides advantages previously unrealized by other systems and
methodologies.

Functional patterns always have a static rendition and
acquire a dynamic rendition only when mapped onto an adap-
tive infrastructure ensemble (described hereinbelow).

IT for meeting the needs of a business value chain can be
characterized as an IT supply chain (ITSC), or digital supply
chain (DSC). Functional patterns are organized by a scale of
the pattern based on how much of an I'T supply chain it affects.
An enterprise functional pattern crosses links in the I'T supply
chain, while a business function functional pattern applies to
an entire link in the IT supply chain. Similarly, a cross busi-
ness activity functional pattern crosses business activities
within a business function, while a sub-activity functional
pattern is used to implement a single business activity. Lastly,
a solution functional pattern is a stock solution pattern for
common applications or infrastructure.

FIG. 11 illustrates an exemplary functional pattern which
is a sub-activity scale pattern that utilizes a filter design pat-
tern (as described hereinbelow) in combination with messag-
ing and data access frameworks. FIG. 12 illustrates a second
exemplary functional pattern which is an extract, translate
and load pattern that is business function wide in scale.

One special type of functional patterns is application pat-
terns. Although, typically, multiple functional patterns are
needed to define an application, application patterns are large
scale functional patterns that can be utilized to define a com-
plete application within a single pattern. Application patterns
often dominate an entire leg in an I'T supply chain. Exemplary
application patterns might include a ubiquitous user pattern, a
rich internet application pattern, an extract, translate, and load
pattern, a business intelligence pattern, and an electronic mail
pattern. FIG. 13 illustrates the mapping of several of these
application patterns onto links in an IT supply chain.
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Preferably, with respect to a functional viewpoint, enter-
prise architecture design utilizes UML class diagrams,
sequence diagrams, a logical service BUS, client frame-
works, application services, and scale-appropriate functional
patterns.

Turning to description of functional patterns via qualities,
a service profile for a functional pattern describes the alloca-
tion and resource demand of each of the elements that com-
prises the pattern. For example, the service profile preferably
takes into consideration how a unit of work is dispersed
among each element.

The qualities in a service profile applied to each element in
a functional pattern are workload resource consumption (e.g.,
CPU, /O, memory, storage occupancy and variability ), work-
load allocation related (e.g., parallel or serial dispersion of
workload), or peak period related (e.g., number of concurrent
users, throughput load, and transaction load).

FIG. 14 illustrates an exemplary service profile detailing
peak period related qualities for rich internet application,
business intelligence, and extract, translate, load functional
patterns.

FIG. 15 illustrates an exemplary service profile showing
resource consumption qualities of each element of a rich
internet application functional pattern. FIG. 16 similarly is an
exemplary service profile showing workload allocation quali-
ties of each element of a business intelligence functional
pattern. Specifically, the allocation of resource impact per
unit of work onto each functional component is described by
workload allocation qualities. Notably, workload allocation
qualities are often closely related to the graphical layout of the
pattern. A quality can be characterized as serial if workload is
the same for all elements of a functional pattern, or as parallel
if workload is divided among the elements.

Architecture Patterns—Design Patterns

A third point of view to utilize to analyze enterprise archi-
tecture is a design viewpoint. As with the information and
functional viewpoints, analyzing enterprise architecture from
a design viewpoint allows for the use of re-usable patterns,
which, in this case, are design patterns. Design patterns rep-
resent re-usable techniques that find common use in an indus-
try.

It is preferable to maximize the re-use of common tech-
niques via the use of design patterns. Similarly, it is preferable
to separate implementation from higher level function. It is
also preferred to expose major components and interrelation-
ships, but not overly constrain implementation. Likewise, it is
preferable that modularity, information hiding, and informa-
tion coupling be utilized, and design scale be kept in mind.

Preferably, design patterns are utilized to facilitate the
engineering of applications, software frameworks, and func-
tional patterns. Similarly to functional patterns, design pat-
terns are subject to scale and scope along the same scales as
functional patterns. That is, an enterprise design pattern
crosses links in the I'T supply chain, while a business function
design pattern applies to an entire link in the IT supply chain.
Similarly, a cross business activity design pattern crosses
business activities within a business function, while a sub-
activity design pattern is used to implement a single business
activity. Lastly, a solution design pattern is a stock solution
pattern for common applications or infrastructure.

Some design patterns might be on the scale of a single
element or module. For example, various factory design pat-
terns, structural design patterns, and behavioral design pat-
terns might be on such a scale. Exemplary factory design
patterns that could be on the scale of an element or module

10

20

25

30

35

40

45

50

55

60

65

18

include a builder design pattern, a prototype design pattern,
and a singleton design pattern. Exemplary structural design
patterns that could be on the scale of an element or module
include an adaptor design pattern, a bridge design pattern, a
composite design pattern, a decorator design pattern, a fagade
design pattern, a flyweight design pattern, and a proxy design
pattern. Exemplary behavioral design patterns that could be
on the scale of an element or module include a command
design pattern, an interpreter design pattern, an iterator
design pattern, a mediator design pattern, an observer design
pattern, a state design pattern, a visitor design pattern, and a
model view controller design pattern.

While design patterns may represent reusable code, the act
of'running such reusable code causes infrastructure consump-
tion. Thus, design patterns can provide insight into how appli-
cations are organized and thus how quality profiles can be
defined.

FIG. 17 illustrates an exemplary distributed data cache
design pattern that can be used to maintain a shared state
between multiple instances of a processing entity. This design
pattern is an application scale design pattern in that it is
intended to be utilized on an application-scale across sub-
systems.

Turning to description of design patterns via qualities, a
service profile for a design pattern describes characteristics
and tradeoffs of the pattern. Qualities for design pattern ser-
vice profiles can be grouped into general categories of per-
formance, design, and adaptation. The use of qualities for
organization for the purpose of predicting the performance of
engineered ensembles which embody them enables the real-
ization of systematic and automated methods of configuring
such ensembles. It is believed that such use provides advan-
tages previously unrealized by other systems and methodolo-
gies.

Performance might include the qualities of efficiency (e.g.,
the effectiveness of communications/processing/storage),
integrity (e.g., accessibility), reliability (which might include
sub-properties for accuracy, anomaly management, and sim-
plicity), survivability (which might include sub-properties for
autonomy, distributiveness, modularity, reconfigurability,
and anomaly management), and usability (e.g., operability
training).

Design might include the qualities of correctness (which
might include sub-properties for completeness, consistency,
and traceability), maintainability (which might include sub-
properties for modularity, consistency, simplicity, self-de-
scriptiveness, and visibility), verifiability (which might
include sub-properties for modularity, self-descriptiveness,
simplicity, and visibility).

Adaptation might include expandability (which might
include sub-properties for modularity, self-descriptiveness,
simplicity, augmentability, generality, and virtuality), flex-
ibility (which might include sub-properties for modularity,
self-descriptiveness, simplicity, augmentability, and general-
ity), interoperability (which might include sub-properties for
modularity, commonality, functional overlap, system com-
patibility, and independence), portability (which might
include sub-properties for independence, modularity, and
self-descriptiveness), and reusability (which might include
sub-properties for modularity, self-descriptiveness, simplic-
ity, generality, generality, independence, application inde-
pendence, document accessibility, functional scope, and sys-
tem clarity).

Many of these have direct implications for how infrastruc-
ture is chosen and configured, including a variety of service
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capabilities and management capabilities that need to be
added and run in conjunction with essential functions of an
application.

Architecture Patterns—Deployment Patterns

Another point of view to utilize to analyze enterprise archi-
tecture is a deployment viewpoint. As with other viewpoints,
analyzing enterprise architecture from a deployment view-
point allows for the use of several organizing principles.

First, it is preferable that client services be deployed sepa-
rately from application services, as this allows for multiple
client types across applications while still promoting the re-
usability of application services. Preferably, all services are
deployed on a virtualized platform, as this lowers provision-
ing costs by maximizing application transportability. Nota-
bly, this does not imply that virtual machines are the only
potential solution, as the use of virtual service pools to pro-
vide alternative virtualization at the application layer is also
preferred.

Preferably, common instrumentation and a common man-
agement framework are utilized, as this simplifies trouble-
shooting and promotes consistency of operations. Further,
data is preferably placed close to where it is used so as to
minimize latency in accessing information. Best practices
preferably include the use of application manifests and sys-
tem maps.

As with the other viewpoints, analyzing enterprise archi-
tecture from a deployment viewpoint allows for the use of
re-usable patterns, which, in this case, are deployment pat-
terns, which are used to characterize different types of distri-
bution and deployment architectures.

Deployment patterns can be grouped into several families,
including patterns for high availability tactics, patterns for
offload tactics, client/server patterns, and patterns for enter-
prise application integration tactics.

Patterns for high availability might include, for example, a
single instance pattern (notably, use of a single instance pat-
tern by itself likely implies that there is little concern for high
availability; however, single instance patterns can be com-
posed in a variety of arrangements to create high availability
patterns that can achieve very high availability targets), a
proxy server pattern, an appliance pattern, a high availability
cluster pattern, a tight-processor array pattern, a computa-
tional grid pattern, and an application service virtualization/
service pool pattern. Patterns for offloading might include, for
example, a pattern for desktop virtualization, a pattern for
server operating system virtualization, a pattern for data vir-
tualization, a pattern for network virtualization, a pattern for
front-end processor virtualization, and a pattern for back-end
processor virtualization. Patterns for enterprise application
integration might include, for example, a pattern for a service
bus, a hub and spoke pattern, a pull pattern, and a push pattern.
Client/server patterns might include, for example, a 2-tier
client/server pattern, a 3-tier client/server pattern, a proxy
server pattern, a remote proxy pattern, and a reverse proxy
pattern.

FIG. 18 illustrates an exemplary deployment pattern. Spe-
cifically, FIG. 18 illustrates an application service virtualiza-
tion deployment pattern. In accordance with this pattern, a
service is replicated onto multiple servers within a pool as
multiple instances, with each instance being active. A service
interface provides service registration so that the service can
be located once it is started. A load balancer is utilized to
select the most appropriate instance for service when the
service is needed, thus the service location can be character-
ized as dynamic. This strategy is appropriate for stateless
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services that require high scalability and high reliability, such
as, for example, reference data servers or a computational
grid.

FIG. 19 illustrates another exemplary pattern, a proxy
server pattern. The proxy server pattern includes a proxy
interface that provides an abstract service address that can be
mapped to different deployment patterns transparently to cli-
ents. FIG. 19 illustrates how this service address could be
mapped to utilize a high availability cluster pattern or a com-
putational grid pattern.

The proceeding deployment patterns are atomic but do not
have to be utilized in isolation, instead they can be combined
together to compose new and more complex deployment
patterns in a manner similar to atoms being combined to form
complex molecules in chemistry. Notably, a new deployment
pattern composed of two constituent patterns would inherit
the characteristics of the constituent patterns. A new pattern
can be composed by replacing an element in a first pattern
with a second pattern. For example, with reference to FI1G. 20,
replacing the database server element in the illustrated three
tier client/server pattern with the illustrated Hot high avail-
ability pattern results in a three tier client/server pattern that
includes a Hot high availability database server, as illustrated.
Notably, where deployment patterns are aggregated, the
potential known problems associated with the constituent
patterns are aggregated as well, i.e., the known problems for
the newly formed deployment pattern represents a union of
known problems for the constituent patterns.

Deployment patterns can be used to support the deploy-
ment of one or more functional patterns. Sometimes, one or
more functional patterns will be deployed onto one or more
deployment patterns. For example, elements of a rich internet
application functional pattern (which may include, for
example, ten elements) can be deployed onto the three ele-
ments of a three tier client/server deployment pattern. This is
the basis for an application manifest that will determine how
functionality is to be deployed when systematically config-
uring one or more ensembles to ultimately execute the
deployment.

Elements in a deployment can be replicated in order to
accommodate a greater workload volume. For example, a
three tier client/server pattern might require several applica-
tion server instances in order to accommodate greater work-
load volume. Notably, larger functional patterns might
require multiple instances of a single deployment pattern,
and/or a combination of different deployment patterns.

The functional pattern that is to be executed on a deploy-
ment pattern determines a “shape” of a service profile and is
closely related to a corresponding workload profile because it
characterizes how resources will be consumed by the ele-
ments in the deployment pattern. For example, a numerical
processor pattern is compute intensive, and if this were
deployed onto a computational grid deployment pattern
would be reflected in the service profile of the servers in that
pattern as being compute resource intensive.

Turning to description of deployment patterns via quali-
ties, a service profile for a deployment pattern expresses key
requirements for a deployment pattern to work optimally and
forhow the pattern should degrade in the presence of overload
or failure. Preferably, each element is characterized in a simi-
lar way as with functional patterns described hereinabove.
The service profile of a deployment pattern captures these
service qualities, and combined with the volume of workload
from a workload pattern (described in more detail hereinbe-
low) enables the appropriate systematic sizing of configured
ensembles.
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Service profile qualities for a deployment pattern might be
workload operating related (e.g., interrupt tolerance, low
latency, and unit of work size), element interrelationship
related (e.g., concurrency, collaboration, and proximity), or
tradeoff related (e.g., quality priority, stringency, conflict
resolution). Preferably, full characterization of the service
profile for a deployment pattern is performed after associat-
ing elements of a functional pattern to elements of a deploy-
ment pattern.

Architecture Patterns—Technology Patterns

Another point of view to utilize to analyze enterprise archi-
tecture is a technology viewpoint. As with other viewpoints,
analyzing enterprise architecture from a technology view-
point allows for the use of several organizing principles.

First, it is preferable to define standardized technology
usage, as this reduces the cost of support and operation.
Further, open standards are preferable as compared to propri-
etary technologies, as this reduces the risk of being locked
into a single vendor. Similarly, it is preferable to dual-source
technology vendors, so as to reduce the risk of vendor failure
or lock-in.

As with the other viewpoints, analyzing enterprise archi-
tecture from a technology viewpoint allows for the use of
re-usable patterns, which, in this case, are technology pat-
terns. Technology patterns can be used to define standard
technology stacks that can be deployed within the design of
an ensemble (described in more detail hereinbelow) for ser-
vice deployment, or to define the infrastructure components
of an ensemble. Technology patterns can also be used to
define management elements of a processing execution des-
tination (PED; described in more detail hereinbelow). Tech-
nology patterns can be further used to define technology
employed within a deployment pattern. Additionally, tech-
nology patterns can be used to define virtualization and pro-
visioning strategies.

Still further, technology patterns can be utilized for policy
management in various contexts. For example, technology
patterns could be utilized for security policy management
(e.g., Policy Execution Point, Policy Decision Point, Policy
Administration Point), or network policy management (e.g.,
manager/agent management or agentless management).

As noted above, a technology pattern can be used to define
technology used within a deployment pattern. Notably, tech-
nology patterns are not deployment patterns as they do not
govern how services are deployed or distributed. Instead, they
simply define technology for managing and supporting
deployed services. These definitions of technology are pref-
erably expressed as generic technical capabilities which are
independent of the actual products that realize the capability
(for example, a technology pattern might require the generic
capability of a web server, which in a preferred embodiment,
could later be associated to a specific product such as Apache
or Microsoft IIS only at the time that it becomes necessary to
configure the ensemble).

For example, an integrated monitoring pattern can be used
to define technology used within a common monitoring
deployment pattern, in accordance with FIG. 22. Note that the
common monitoring pattern is a deployment pattern because
it defines how monitoring is distributed independently of the
monitoring depth defined by the integrated monitoring tech-
nology pattern.

A generic, or abstract, manifest for an ensemble (described
in more detail hereinbelow) is a type of technology pattern,
because only when specific technologies are assigned is the
ensemble fully realized. Prior to that, the abstract manifest is
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a technology pattern. FIG. 23 illustrates an exemplary server
infrastructure stack technology pattern and exemplary
ensembles that can be realized therefrom by assignment of
specific technologies.

Similarly, a generic manifest for a processing execution
destination (PED) can be described by a technology pattern.
FIG. 24 illustrates such an exemplary technology pattern
showing types of appliances to be utilized.

As noted above, technology patterns can also be utilized
for virtualization. Specifically, although service virtualiza-
tion is preferably addressed by deployment patterns, technol-
ogy patterns can be utilized for resource virtualization. A
virtualization family of technology patterns can be utilized to
define elements of a processing execution destination. FIG.
25 illustrates exemplary virtualization technology patterns.

A technology pattern can even be used to describe the end
to end characteristics of an entire enterprise architecture, as
illustrated in FIG. 26. FIG. 27 illustrates the use of an enter-
prise stack to guide service oriented infrastructure architec-
ture.

Turning to description of technology patterns via qualities,
a service profile for a technology pattern for processing
execution management, i.e., a technology pattern that
describes a generic manifest for a processing execution des-
tination, might define security policies used to control policy
decision points, monitoring policies used to control network
and system monitoring, and provisioning policies used to
control thin provisioning and bare metal provisioning. On the
other hand, a service profile for a technology pattern that
defines a generic manifest for an ensemble might define
generic technical capabilities for that generic ensemble.

Ensembles

Various architectural patterns have been described herein-
above. These architectural patterns can be characterized as
being idealized, e.g., they have not been implemented and do
not include any specific technology. Indeed, it is because
these architectural patterns are idealized, and thus technology
independent, that they have enduring value in the face of
rapidly changing technology.

A realized implementation of an architectural pattern is an
ensemble. In use, an ensemble is part of an application sub-
system that, either alone or in combination, executes a busi-
ness application.

Ensembles can be characterized as realized because, in
contrast to architecture patterns, ensembles utilize real prod-
ucts and technologies to implement patterns. In other words,
if a “pattern” is described utilizing one or more specific prod-
uct names, then it is not a pattern that is being described, but
rather an ensemble.

Because architectural patterns are technology indepen-
dent, the same architectural pattern can be realized via differ-
ent ensembles depending on constraints to be met. The quali-
ties of the pattern and specifically the set of qualities that
comprise the service profile is used in a preferred embodi-
ment to automatically guide the selection of technology and
configuration of the ensemble. Unlike architectural patterns,
which have enduring value, ensembles depreciate in value
over time, if not maintained, as technology improves. New
ensembles can be created to remediate problems not solved
by older ensembles.

Ensembles provide a way to efficiently package standard
“line-ups” to provide known capabilities in a re-usable pack-
age, thereby promoting re-use and minimizing sprawl caused
by many unnecessary variations serving the same pattern.
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Different types of ensembles can be utilized for this purpose,
such as, for example, server ensembles, storage ensembles,
and network ensembles.

Ensembles are comprised of components, such as, for
example, management components, technology stacks, and
software frameworks. Any re-usable component that pro-
vides a distinct technical capability can be employed by an
ensemble. Ensembles can contain any combination of re-
usable components, and may contain a single component or
multiple components. Ensembles can be realized utilizing
third party software products or internal I'T software products.

Some components are inline with workload processing,
while others are infrastructure-based and do not directly par-
ticipate inline with the workload. For example, a distributed
cache framework is a re-usable component that is inline,
while a policy decision point is a re-usable component that
does not directly participate inline but is engaged by a secu-
rity framework to support a workload.

Examples of types of re-usable components include a ser-
vice oriented architecture service and a re-usable software
framework. Exemplary components include a message pro-
cessor (e.g., an enterprise service bus such as a Cisco Ace
XML gateway), and an entitlement service.

Components can represent an implementation of an archi-
tecture pattern (or an element thereof), i.e., architectural pat-
terns can be realized as components depending on the tech-
nology involved.

For example, a data model is a realized component that
implements an information pattern. Data models are
employed by application specific software that makes up part
of'an application subsystem that executes a business applica-
tion (as described above, an ensemble is part of an application
subsystem that, either alone or in combination, executes a
business application). Specifically, data models define data
and messages that are processed by application subsystems.

Information patterns for storage and access can be imple-
mented in a storage ensemble. For example, the combination
of a realized component for an information storage pattern
and a policy set for that storage pattern creates a storage
ensemble. FIG. 28 illustrates a document storage ensemble
thusly formed.

Similarly, functional patterns can be implemented in a
server ensemble. Server ensembles provision the service
layer in the enterprise stack. Each server ensemble assembles
a set of technical capabilities that are fit for purpose. Exem-
plary service ensembles include, for example, a data process-
ing server, a web application server, a report processing
server, a numerical processing server, a low latency server, a
complex transaction server, a workflow integration server,
and a content collaboration server. FIG. 29 illustrates an
exemplary low latency server ensemble.

Alternatively, an ensemble can employ one or more
dynamic frameworks, which are realized components that
implement a functional pattern. Dynamic frameworks are
executable on one or more execution environments of a pro-
cessing execution destination (described hereinbelow).

A dynamic framework can include one or more reusable
components that represent an implementation of a design
pattern. For example, a reusable service component might
process data and messages as part of a dynamic framework
that is employed by an ensemble that is part of an application
subsystem executed by a business application.

Further, a dynamic framework can employ one or more
infrastructure components. An infrastructure component rep-
resents an implementation of a deployment pattern. For
example, a dynamic framework might employ a management
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infrastructure component which manages reusable compo-
nents that are part of the dynamic framework.

Deployment patterns can be implemented in a network
ensemble. The topology of a deployment pattern has a direct
effect on the way in which the underlying network is to be
configured. A network ensemble’s configuration profile
defines the packaging of a network configuration might
specify, for example, IP address assignment (e.g., must be
within a common subnet), VLAN usage (e.g., must be within
the same VL AN), quality of service characteristics (e.g., low
latency tag), and gateway requirement/treatment (e.g., multi-
protocol label switching tagging).

Each dynamic framework is compatible with one or more
technology stacks. A technology stack implements a type of
technology pattern. Specifically, selecting management tech-
nologies for a technology pattern results in a technology
stack. This provides for considerable flexibility in configur-
ing products to implement the technology stack. For example,
an authentication technology pattern comprising “directory
service+directory access+identification” could be realized
using Microsoft products as “AD+LDAP+Windows ID”.
Similarly, a platform technology pattern comprising “hard-
ware+operating system+virtualization layer” could be real-
ized in one ensemble as “Intel+Linux+VM Ware” and in
another ensemble as “AMD+Windows+XEND”, and a com-
munications technology pattern comprising “session+pre-
sentation+RPC” could be realized in one ensemble as
“HTTP+XML+SOAP”, and in another ensemble as “IIOP+
Java Object Serialization+RMI”. FIG. 29 illustrates an exem-
plary technology stack. Specifically, FIG. 30 illustrates an
integrated monitoring technology pattern realized as a tech-
nology stack via real products.

Just as qualities of an architecture pattern can be described
by a service profile, attributes of an ensemble can be
described by a configuration profile. A configuration profile
for an ensemble defines the product realization for each
generic capability in an ensemble, as well as the product
configuration for each product used. A configuration profile
for an ensemble further identifies any constraints on the con-
figuration. For example, these constraints might be compat-
ibility related. Additionally, a configuration profile for an
ensemble identifies minimum resource requirements for that
ensemble absent considerations of workload volume.

The configuration profile for an ensemble effectively
defines the manifest for configuring that realized ensemble.
Different types of ensembles give rise to different types of
configuration profiles, i.e., the configuration profile for a stor-
age ensemble is different from the configuration profile for a
server ensemble. There also may be differences in the con-
figuration profiles for different ensembles of the same type,
e.g., there may be configuration profile differences between
different server ensembles.

As an example of configuration profile establishment, it is
helpful to revisit FIG. 28, which illustrates a storage ensemble
comprising a realized component for an informational stor-
age pattern and a policy set for that storage pattern. These
policy set attributes and storage pattern qualities can be uti-
lized to establish a configuration profile for the ensemble.

FIG. 31 illustrates an exemplary configuration profile for a
server ensemble. The configuration profile details profile
attributes for generic capabilities, profile attributes for
selected technology, profile attributes for software con-
straints, and profile attributes for physical constraints.

Multiple ensembles can be combined together to form an
implementation solution. Specifically, an implementation
solution is a fit for purpose lineup of multiple ensembles that
crosses multiple parts of an Enterprise Stack Pattern but that
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has not yet been dimensioned for deployment onto a process-
ing execution destination (described hereinbelow). FIG. 32
illustrates a latency sensitive transaction stack that has been
realized with real products as an implementation solution for
deployment onto a processing execution destination. In a
preferred embodiment, the actual deployment into the pro-
cessing execution destination will further require sizing infor-
mation to determine the actual quantities of each ensemble
required to meet the workload volume. However, the contents
of'the implementation solution contains all the bill of material
line items necessary to configure the processing execution
destination and only the quantity of these items remains to be
specified to complete the dimensioning.

Processing Execution Destinations

Ensembles are deployed on processing execution destina-
tions (PEDs). In other words, a PED can be characterized as
an instance of one or more deployed ensembles, (in a pre-
ferred embodiment, multiple ensembles are frequently
deployed onto a single PED). While an ensemble is ready to
be deployed but has not actually been deployed, and has been
configured but has not yet been fully parameterized and
dimensioned, a PED is fully parameterized and dimensioned
with real processing and networking elements ready to
execute workloads.

Specifically, a PED includes processing, memory, storage,
networking, and management elements, as well as a platform
profile that describes the configuration of all elements. Nota-
bly, some of these elements may be integrated. For example,
a compute blade integrates memory elements and processing
elements, and a solid state disk integrates storage and
memory elements. Thus, PEDs comprise deployed comput-
ing, networking, and storage resources in a data center (or
other place of processing execution). Viewed from a different
perspective, a PED can be understood as a physical partition-
ing of'a data center provided that it is understood that certain
physical resources may be pivoted physically or temporally
among PEDs in response to changing workload volumes in
each PED.

A PED is responsible for management of the execution
environment. Specifically, a PED is responsible for secure
allocation of resources, instrumentation of resource con-
sumption, and detection of, and recovery from, execution
errors. Thus a PED contains all the different technical capa-
bilities needed to execute workloads. Accordingly, the use of
PEDs facilitate the co-location of processing to improve per-
formance.

In at least some preferred implementations, it is desirable
to configure a PED to allow it to service an entire business
value chain. FIG. 33 illustrates an exemplary PED configured
to service an entire business value chain.

Thus, ensembles running on PEDS can provide IT archi-
tecture to support a business value chain. This IT architecture
can be characterized as forming all or part of an IT supply
chain (ITSC) that supports a business value chain. FIG. 34
illustrates an exemplary IT supply chain that maps to a busi-
ness value chain.

An IT supply chain is preferably configured to satisfy
business demand of an organization. In order to determine
whether this is the case, however, business demand must first
be determined.

Fortunately, business scenarios and use cases, as described
hereinabove, capture a frequency of performance as well as
any constraints on performance. Further, business functions
can be characterized as responding to various business driv-
ers. Exemplary such business drivers include market advan-
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tage business drivers (e.g., time to market and competitive
response), customer satisfaction business drivers (e.g.,
response times such as service time or delivery time, and
quality factor), organizational effectiveness business drivers
(e.g., continuous improvement, improved business scope/in-
tegration, improved business capacity, improved predictabil-
ity, and improved agility), and vertical reality business drivers
(e.g., regulatory response, industry initiates, standardization,
and interoperability of products or services). These business
drivers, frequencies, and constraints shape workload demand
experienced by an organization.

The attributes of business demand can be characterized as
business demand characteristics. Business demand character-
istics can be organized via use of a workload demand profile
(also referred to herein as a workload profile). FIG. 35A
illustrates generic business demand characteristics that can be
utilized in a workload profile. FIG. 35B illustrates an exem-
plary workload profile utilizing these generic business
demand characteristics.

Workload profiles preferably describe a workload in the
business value chain at the most appropriate level of detail.
Some business value chains can be describe